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HAOEXHDbIE MAPOJIN
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HEOBXOAUMO:

+ Co3paBaTtb NepcoHanbHble (YHUKabHbIE)
naponu K pasHbIM cepBucam

+ Vicnonb3oBaTb COXHbIE Maponu: MuHUMMyM 10
CMMBO/IOB, OAHOBPEMEHHO LM PbI, CTPOYHbIE
N NPOMNUCHbIE CUMBO/IbI, 3HAKM MYHKTYaLUKU U
Apyrve CUMBONbI

+ [loBepATb TONLKO MPOBEPEHHbBIM
MeHegXXepam naponeun

BEE3OMACHbIN WI-FI

HE PEKOMEHAOYETCSH:

X WNcnonb3oBaTh NOBTOPEHUSA CUMBO/IOB
¥ XpaHuUTb Naponun Ha 6yMaxXHbIX HOCUTENAX

X WNcnonb3oBaTtb B KayecTBe Naposisd CBOW NOrmH
(uma Nnonb3oBaTens, y4eTHasa 3anmcb, HUKHENM)

X CoxpaHAaTb Naposib aBTOMAaTUYECKMU
B Opay3epe

X Wcnonb3oBaTb 6uorpatmnyeckyto
MHOopMaLMo B napone

02

+ OTtkntountb 06Wwmnii goctyn K ceoen Wi-Fi
TOYKe, AaxKe ecnn y Bac «6e3/IMMUTHbIN»
NHTepHeT

+ Vlcnonb3oBaTb HageXHbI (CM. BbllWe) Naposb
ana goctyna kK Bawen Wi-Fi Touke

+ [leakTnBnpoBaTb aBTOMaTU4yeckoe
NnoAKAYEHNE CBOUX YCTPOWCTB K OTKPbITbIM
Wi-Fi Toukam

MPOBEPEHHDbIE EPAY3EPbI U CAUTDI

+ Vlcnonb3oBaTb cneunanbHoOe NporpaMmMHoe
obecneyeHne (aHTMBMPYC, paclumpeHne ansa
6pay3epa), 4ToObl U36exaTb NoceLeHUs
COMHUTENbHbIX CalTOB

X BBOAUTbL CBOW SIOMMH U Mapofb AOCTyNa K
YYETHOM 3anucu (CTpaHuue) unm cucteme
OaHKOBCKOIro 06CNyXXUBaHUA Npu
noaknto4YeHnn K 6ecnnaTHbIM (OTKPbITbIM)
Toukam Wi-Fi B kathe, TpaHcnopTe, TOProBbixX
LeHTpax u T.4.

03

X MepexoanTb NO HENPOBEPEHHbLIM CCbIIKaM

X BBoauTb MHoOpMaUUIO Ha canTax, ecnu

coenHeHue He 3alumLeHo (HeT https n a)
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BE3OMACHOCTb 3JIEKTPOHHOW MOYThbl

HEOBXOOAUMO:

MNogknounTb ABYX(aKTOPHYO
ayTeHTudmnkKaumo

Ncnonb3oBaTtb MMHUMYM 2 TMNa e-mail
a[pPEeCOB: 3aKpPbITbI (TONBLKO AN NPUBSA3KK
YCTPOWCTB U CPeacTB MX 3aLmThbl) U
OTKPbITbIV (A9 Nepennucku, NOANUCOK M T.4.)

Ncnonb3oBatb CMAM-unbTpbl

HE PEKOMEHAOYETCSH:

X PearvpoBaTb Ha NMMCbMa OT HEM3BECTHOIO
OTNPaBUTENA: CKOpee BCEro 3To CnaM Unu
MOLLEHHUKM

¥ OTKpbIBaTb NOAO3PUTENIBHOE B/IOXEHME
K MMCbMY: CHa4ana rno3BoHUTE OTnpaBuUTesIo
M y3HauTe, 4YTO 3TO 3a (hann

MCMNOJIb3OBAHUE MPUTOXXEHUIN, COLLCETEN U MECCEHO)XEPOB K@

YcTaHaBMBaTb NPUIOXEHUS TObKO
n3 PlayMarket, AppStore nnm us
NPOBEPEHHbIX UCTOYHUKOB

O6palwaTtb BHMMaHMe, K KaknM (hyHKLUNAM
ragxxeTa npuioXeHue 3anpalumBaeTt 4oCTyn

O6MeHMBaTLCA COOBLLIEHNAMU B COLICETAX U
MecceHaXepax, TO/IbKO NO/THOCTbIO
YOOCTOBEPUBLLUCH B IMYHOCTU
cobecegHuKa, He pearvpys Ha
COMHUTENbHbIE NPOCLOLI N NPEeANOXEHUS

3ALLUUTA OAHHbIX BAHKOBCKOM KAPTOYKM

XpaHuTb B TalHe NUH-KOA KapThbl

MpUKpbIBaTb NTAA0HBLIO K1aBUaTypy npu
BBOAE NMUH-KOAA

OdopmMnTb OTAENBHYIO KapTy AN
OHMaMH-NOKYMNOK N He Aep>XXaTb Ha HEW
60/blINE CYyMMBbI

Ncnonb3oBaTtb ycnyry «3-D Secure»
N IMMUTbI HA MaKCUMasibHblE CyMMbI
OHJ/TanH-onepaumnm

CkpbITb CVV-KOA Ha KapTe (TPex3HauHbIl
HOMep Ha 06paTHOWM CTOPOHE),
npeaBapuTeIbHO COXPaHUB ero

X PasmellaTb NepCcoHanbHy U KOHTaKTHYO
MHGopPMaLMIo O cebe B OTKPbITOM AOCTyne

X Wcnonb3oBaTb yKa3aHue reosiokauum
Ha pOTO B NoCTax

X OTBeYaTb Ha 0O6MOHbIE BbIpaXXeHUs
N arpeccuio B COLUCETAX — Ny4yLle HanuwunTe
06 3TOM agMUHUCTPATOPY pecypca

X Ynotpebnsatb HEHOPMATUBHYIO TEKCUKY
npu ooLweHnmn

X YcrtaHaBnuBaTb npnnoXeHna C HU3KUM

PENTUHIOM M OTpULaTEIbHbIMU OT3bIBaAMM

06

X XpaHuUTb NUH-KOA BMECTE C KapTO4KOM /

Ha KapTouke

X Coobuwatb CVV-kog nnu otnpaenatb

ero gorto

¥ PacnpocTpaHsaTb CBOM NacnopTHble AaHHble

(MHdOpPMaLMIO NUYHOrO XapaKTepa, HoMep
MOBGUNBLHOIro TeniedoHa), «MOrNH» N «NapoNb»
pocTyna K cucteme «<MHTepHeT-6aHKUHI»

X Coo6LaTb AaHHble, NOTyYEHHbIE B BUae

SMS-coobuieHnii, ceaHCoBbIE Napon, Koa
aBTOpu3auum, naponb 3-D Secure u 1.4.



